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DOD PRIVACY IMPACT ASSESSMENT (PIA)
Sexual Assault D ement System (SADMS
(Use N/A where appropriate)

Department of Defense (DoD) Component.

U.S. Army

Name of Information Techuology (IT) System.

Sexual Assault Data Management Systzm (SADMS)

Budget System Identification Number (SNAP-IT Initiative Number).
N/A

System Identification Number(s) (IT Registry/Defense IT Portfolio Repository
(DITPR)).

DA03380

IT Investment (OMB Circular A-11) Unique Identifier (if applicable).
NA

Privacy Act System of Records Notice Identifier (if applicable).
AD600-20DCS, G-1

OMB Information Collection Requirement Number (if applicable) and Expiration
Dafe.

N/A
Type of authority to collect information (statutory or otherwise).

PubL 108-375, Section 577; 10 US.C. 3013, Secretary of the Army; DoD Directive 1030.1, Victim and
Witness Assistance; AR 27-10 Military Justioe; AR 40-66 Medical Record Administration and Health Care
Documentation; AR 195-2 Criminal Investigation Activities; AR 608-18, Family Advocacy Program; AR
600-20, Army Commeand Policy; DoD Directive 6495.01, Sexual Assault Prevention and Response (SAPR)
Program; AR 600-20 (Chap 8), Sexual Assault Prevention and Response (SAPR) Program

Provide a brief summary or overview of the IT system (activity/purpose, present life-
cycle phase, system owner, system boundaries and interconnections, location of
system and components, and system backup).

SADMSa@egmmmmhﬂmddm(mmddemﬂidmﬁﬁhgmmaﬁm@)ahmdy
mpmedhoﬂ;ﬁAmysystﬂns;q:ecﬁmﬂymeAmy(ﬁminﬂhv&ﬁgaﬁmmﬂhndﬁngysm
(ACI2), Sexusl Assanlt Response Program Tracking Application (SARPTA), Defense Case Record
Management System (DCRMS) and Army Court Martial Information System (ACMIS). The data from
MEsystmnsismvﬁedeADMSmmgmﬂwmﬂcmmﬁrmedes(&g.,WebSadm
XML document up/download on secure site). Since sexual assault incidents involving uniformed
service personnel may also involve non-DoDD) persormel as well, there is a distinct possibility that
SADMS may also contain data in iderttifiable form on non-DoD personnel, Tt is clearly believed this
will be the exception vice the rule though.
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DOD PRIVACY IMPACT ASSESSMENT (PIA) (cont.)
Sexual Assault Data Management System (SADMS)

SADMS is a centralized repository of relevant data regarding the entire lifecycle of sexual assault cases,
involving victims and/or alleged offenders who are members of the Armed Forces and to provide
compilation of statistical data and management reports to enable Ay SAPR Program leaders to assess
the effectiveness of both response and preventtion and make fact-based changes to policy and procedure
on the strengfh of this analysis. SADMS “data collection” procedures and use authorizations from
designated feeder systems are govemed by data agreements between the Ammy G-1 and the functional
organizations owning these systems. Final disposition instructions controlling how long this data can be
held and when it must be destroyed are currently in the coordination process with the National
Automated Records Archive (NARA). the Army infends to treat SADMS data as permanent records
The SADMS web application and data tables are all hosted on accredited US Army Information
Technology Agency (USAITA) servers physically located in the basement of the Pentagon. Access to
rwcmbmﬁmSADMSismwcwd&umghasﬁgnmﬁmofmidmﬁﬁmﬁmmdpasswmdawﬁchm
required to be changed at random times, to protect the system from unauthorized access. The system
employs a DoD Secure Socket Layer (SSL) certificate and encryption process to provide finther
mmmmAummmmmmmmmmm
pamnmlwhohavcmoﬁdﬂmedformmmdﬁmpaﬁmnﬂmdr&igmdmﬁbﬂﬁmmd
duties. System-wide, SADMS employs separate database/web servers with restricted direct access to
databeses. Within the database server itself, databases are compertmented to specific logins. All traffic
gommrmghawmﬁhahgkmﬁwaﬂanddlhmmmﬂicdmgm&mughmePaMgm’s
firewall.

Describe what information in identifiable form will be collected and the nature and
source of the information (e.g., names, Social Security Numbers, gender, race, other
component IT systems, I'T systems from agencies outside DoD, etc.).
mgm;dmmqmdﬁammwﬂnmmemvm;me&mlmdsdmﬂaﬁngm
initial and final treatment dates and aggregate count of intermediate medical treatment contacts with the
victin, similar records/reports relating to victim support extended by installation and/or unit advocates; and
reports of actions taken by commanders against offenders. This data is provided by the following systems -
ACT2 (Ammy Criminal Investigation and Intelligence System), SARPTA (Sexual Assault Response
Program Tracking Application), DCRMS (Defense Case Record Management System) and ACMIS
(Armmy Court Martial Information Systern). Asnew IT systems are developed that may contain fimctional
anthoritative data deerned appropriate for integration into SADMS data records, Amty G-1 will undertake
wupﬂ:mﬁnﬁimbdevﬁopchﬂag&nnﬁwﬂhhemqﬁ&agmnﬁhﬁnﬁawm
sharing with SADMS.

Deseribe how the information will be collected (e.g., via the Web, via paper-based
collection, etc.).

Records in this system are derived from data crigimally maintaied in the following official Ay systems:
Army Criminal Tnvestigation Intelligence Sysiem (ACI2); Sexual Assanlt Response Program Tracking
Appﬁcaﬁm(SARFfA);Dd‘mCamRmdenmaﬁSym(DCBMS)(Amymdﬂcxmd
Army Court Martial Information Systern (ACMIS). Selected data elements from each of these systems is
mﬁﬂﬁm&mﬁWi@w%m%W&Sﬂmmmdﬁmmm
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DOD PRIVACY IMPACT ASSESSMENT (PIA) (cont.)
Sexual Assault Data M ement System (SADMS

agreed to by the Amay G-1 mdﬂaco\mingorganizaﬁonshlmmbh:ﬂﬁmomeamﬂaof
Agteemmt,DalaUseAglammsandSystanlmrzﬁxxAgmﬁﬂS.

Describe the requirement and why the information in identifiable form is to be
collected (e.g., to discharge a statutory mandate, to execute a Component program,
etc.)

On 6 Feb 04, the Acting Secretary of the Army (SecArmy) directed the establishment of an Army Task
Force on Sexual Assanlt Policies to conduct a detailed review of the effectiveness of Army policies an
mmmmdmwmdmmmmmm ensure a
climate in which victims feel free to report allegations, and in which leaders understand their
responsibilities to support victims and to investigate allegations. The task force report included a finding
MﬁnAmylmlmdmmgmedanmadiﬁxmﬂw&ugmalyﬁngHﬁevahaﬁngmmlmh
cases. Thnrq:oﬁﬁr&mmﬁdﬂutaﬂavaﬂabchmydaﬂmmmlmhvim and alleged
perpdratmsresidchdispaxﬁﬁsystammsevmalAmyorganimﬁms, and that this decentralization
mﬂmhdﬂiﬂﬁtmﬁ:ﬂowwc&ngaﬂcgedpmmdmbamsmmmd
organizations. Torecﬁfyﬁﬁsmoblm;ﬂnemskfommnmmdedtheArmydevdopanMgmed
wmhbmnmngmaﬁmﬂmgrmasmﬂbﬁdlﬂabdﬁamﬂyﬁsandhnpmmofm
recommmmendad sexual assault prevention program. The Acting Secretary of the Army directed execution
ofanacﬁmplantohnplmﬁngmemskfommpmtmcmnmmdaﬁmonBAugm. On28 Oct 04,
mch&dduﬁdgmdPlbﬁcIawlO&WS,EmﬂdW.ReagmNﬁmdDefmmAuﬁmﬁmﬁmAdfor
Fiscal Year 2005, Sec. 577, which mandatec the development of a comprehensive DOD policy on the
mmmmmmmmmmm,mmwmmmmmofdmmm
mddmofsmmlmhsmdmﬁsdplhﬂyadimmkmmsmaedmofmmﬂi
Finally, DoD and Service SAPR policies as contained within DoDD 649501, Sexual Assanlt Prevention
and Response (SAPR) Program and AR 600-20 (Chap 8), Sexual Assault Prevention and Respanse (SAPR)
nformation in identifiable form.

Deseribe how the information in identifiable form will be used (e.g., to verify

existing data, etc.).

Personally identifying information (PII) (e.g., Name, SSN, DOB) are the common data elements to each
ofﬁedMsystansﬁaﬁﬁedhﬁcAﬂingSmAmyTFRWmSmﬂAthdid&smdisﬁm
besis upon which integration of these different data flreads is executed. Using this PII most effectively
ensures accurate comrelation and maintenance of data integrity.
SADMSwﬂpimaﬁlybcmdbproﬁdeam;ﬁlaﬁmofﬁaﬁsﬁcﬂdaﬂmdmmangpmﬁb
enable Army SAPRngmmImdmsmmﬁwcﬂ'aﬁvmofbolhmpmsemdwmﬁonand
rmszact-bawddmgmtopoﬁcyandlxocedxmmthemgihofﬁﬁsmlysis. Moreover, since
SADMSismmgaﬁmofcﬂmsymdam,ﬁaﬂirdsHQDAkvdmogmmamgmsdeE
aHSAPngmmmpomﬂsyﬁam(w,hwmﬁmanﬂ,mediwLadmmy,chaﬁmfmm
legal)aemopedymd/maﬂbcﬁvdyexmﬁngmemogmmwmsﬁngpoﬁcygtﬁddm

Describe whether the system derives or creates new data about individuals through
aggregation. .
Nopasmlhﬁmﬁmh&ﬂwdmawﬁd&amﬁofﬂﬁshmgaﬁmﬂnpindphp@o&nfﬁﬁsdm
msmmmmmmmmmmmmmmm
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DOD PRIVACY IMPACT ASSESSMENT (PIA) (cont.)
Sexual Assault Data Management System (SADMS)

mmmammdmmmmﬂnmmmmmm
perpetrators of these offenses are held accountzble for their actioos.

SADMS is a consolidation of sexual assault incident and response data previously reported and captured in
oﬂﬂAmymﬁJmmﬁmsymdﬂgnimpmvﬁcAmySAPngmmhdﬁsabﬁsicvhwofﬁmc
hﬁdﬁﬁ&bmﬁeeﬁedivmofﬂzAmfsSAPRﬁogmmﬂmwmcm@mofﬂn
pogxmas:mmm:ﬂxhdbymeAcﬁngSeMyofﬂrAnnfsTaskaannmSmﬂAmh
Policies published in May 2004.

Describe with whom the information in identifiable form will be shared, both within
the Component and outside the Component (e.g., other DoD Components, Federal
agencies, etc.). ,

The Amy’s infertt is not to share information in identifiable form unless a requester’s need to know is at least
equal , Emmm&mﬁmm&m&mmmmmbm
omniﬂaﬁwih]mwaﬂmgﬂaﬁmNohhmﬁmhﬁﬁﬁﬁabkﬁmnmahndwithADMSwﬂlb
disclosed in response to intemal Army requests for information unless specifically approved for release first by
teﬁmﬁnmlsysﬂnowm(s)afﬂn@and'mmbyeimﬁﬁammmmafafm G-lorthe
Deputy Assistant Secretary of the Amy for Human Resources, both members of the Senior Executive
Service (SES).

SADMS infirmation will not be used to inform or influence command or legal process decisions with respect
o eifher victims or offenders. Unauthorized disclosure, unauthorized retention, or negligent handling of
pasmlﬁmﬁfyhghfmﬂimwiﬂmbemmaﬂpasmﬂmpoﬂueﬁxﬂideRmaybe
axljedbcﬁnﬁmlgomﬁmundaﬁdaﬂhwaﬂr[hiﬁ:m&deoﬂ&iﬁhy]ﬂim Except as provided
for in he Freedom of Information Act, PI within the system is not accessible by the general public. Tothe
mMpmi-ﬁbhmﬂrhw,inﬁnmﬁmwiﬂﬁnﬁnsystanwmmbemdmﬂ:epﬂh

Describe any opportunities individuals will have to object to the collection of
information in identifiable form about themselves or to consent to the specific uses

of the information in identifiable form. Where consent is to be obtained, describe

the process regarding how the individual is to grant consent. '
Mmmmmmmmismmdmmsymm
address written inquiries to Deputy Chief of Staff, Army G-1, ATTN: FOIA/PA Officer , 300 Ammy
Pentagon, Washington, DC 20310-0300
]ﬂw&mssﬁmgmmmmmmﬁmﬁmsymnmmw
inquiries o the Deputy Chief of Staff, Army G-1, ATTN: FOIA/PA Officer , 300 Aumy Pentagon,
‘Washington, DC 20310-0300.
TkeAmstﬂesﬁrawmngmd&andﬁxcmmgwmﬂmmmmalam
determinations are contained in Army Regulation 340-21; 32 CFR part 505; or may be obtained from the
System manager.

Sexual assault victims can preserve andpmtectthcﬁowuideuﬁtybyelecﬁngtomakeﬂ:drrepo:tofa
sexual assauit under the DoD “confidentiality policy” (restricted reporting). In this instance,
absolutely no information in identifiable form is collected at all Requesting information on
themselves is a firther protection afforded to the individual in this instance as the inability of the
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DOD PRIVACY IMPACT ASSESSMENT (PIA) (cont.)
Sexual Assault Data ement System (SADMS

SADMS to be able to provide this would be de facto verification of the legitimacy (and effectiveness)
of the DoD confidentiality policy to the requesting individual.

Describe any information that is provided to an individual, and the format of such
information (Privacy Act Statement, Privacy Advisory) as well as the means of
delivery (e.g., written, electronic, etc.), regarding the determination to collect the
information in identifiable form.

N/A with respect to SADMS. This informaticn will have been provided to the victim prior to it being
gathered into the source systems. ‘

Describe the administrative/business, physical, and technical processes and controls .
adopted to secure, protect, and preserve the confidentiality of the information in
identifiable form.
WMM@WWWWMMWMWh
preserved and protected. All records are maintained in areas accessible anly to authorized persomnel who
have an official need fir access in order to perform their assigned responsibilities and duties. Automated
mdsmﬁxmagmcwdbymgmofmﬁuﬁﬁmﬂmmﬂpmsmdsmamgmbymcmm
AKO authentication to protect the system frorn unavthorized access. The systern employs a DoD Secure
Sodﬁlm@&)wﬁmhmMmmﬂeﬁﬂquﬁmnmﬂoﬁmdm Direct
system access to personal identifying information (PII) is restricted fo only those individuals in or supporting
ﬂerdqmnﬂsDepmmHchﬂrAmyHQDA)SmnlAmm&wmﬁmandRﬁme(SAPR)
mmmmmmmmmmpnmdmmsmmmwm
mmmmwwﬂﬁmmmmmmmm
idertifying data within SADMS will receive cetailed and continuous training on proper handling and
safeguanding of this information. I ikewise, no PII contained in SADMS will be disclosed in response to any
Mwﬂhhﬁnﬁmmﬂwﬁcﬂymﬂﬁmﬂmﬁﬂbﬂhﬁmﬁi@sﬁm
ownex(s) of the data and then by either the Assistant Deputy Chief of Staff, G-1 or the Deputy Assistant
Secretary of the Army for Fluman Resources, either of whom st personally determine that the requester’s
need o know is at least equal to, if not greater than, the potential impact of divulging the PII. Limiting
mmmmmmﬂtywmmmmmmmm
established across this small population of users.
Umnhnﬁmdtﬁsdomofpusmﬂkhﬁfymgmﬁmmﬁmvﬂlmbeummdaﬂpmmmﬂe
ﬁarﬁﬁsdbdmmmaybeatjeﬁbmﬁnﬁdgmﬁmmxﬁﬁdaﬂhwmmﬂhfmm&deoﬂdﬂﬂmy
Justice.

Identify whether the IT system or collection of information will require a System of
Records notice as defined by the Privacy Act of 1974 and as implemented by DoD
Directive 5400.11, "DoD Privacy Program," November 16, 2004. Ifso,and a

System Notice has been published in the Federal Register, the Privacy Act System of
Records Identifier must be listed in guestion 6 above. If not yet published, state
when publication of the Notice will occur.

A System of Records notice (A0600-20 DCS, G-1) was initially published in the Federal Register on 25
October 2005 and resulted in over 5,700 comments being submitted during the 30 day public comment
period. A consolidated response to the concems common among these comments has been developed
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DOD PRIVACY IMPACT ASSESSMENT (PIA) (cont.)
Sexual Assault Data Management Systermn (SADMS)

and is nearing completion of its staffing. Asa result of these comments, the initial systems nofice is being
mmdedmﬂishkmdsenemingmmpidiomofﬂsaaﬂingpiumbehgwpdﬂkhed in the Federal
Register.

Describe/evaluate any potential privacy risks regarding the collection, use, and
sharing of the information in identifiable form. Describe/evaluate any privacy risks

in providing individuals an opportunity to object/consent or in notifying individuals.
Describe/evaluate further any risks posed by the adopted security measures.
WMymwmmmmmmyﬁmmmmmmmm
Assault Data Management System: 1) unauthorized access; 2) inaccurate information; 3) privacy and
due process right protection; and 4) unauthorized disclosure.

In response to the risk of unauthorized access to the sensitive information that system records within
SADMS will contain (not just the PIL but also the sensitive nature of why it is being collected), the
Army is taking a “defense in depth™ approach to protecting this information. Physical (e.g.,data
stored on accredited servers in the Pentagon), techmical (¢.g., encryption; password protection) and
procedural (e.g., physical access to data based on duty position) safegnards are employed in series to
ensure only those personnel that demonstrated “need to know” can access information contained
within SADMS. :

Inmponsemﬂleﬂskpx&smtedbyincludinginamminfomaﬁoninﬂm system, the Army plans to
oonelatcinfomaﬁmﬁmnamhmﬁaﬁwsomonlymdﬁxmmmmlynamwmds—by
rclyingonammbinaﬁonofpezsomlidcnﬁfﬁngdamdcmmm Additionally, the SADMS subjects
this information to a second layer of data accuracy validation by “checking” the information against
personnel mﬂhoﬁmﬁvesomcedaminﬁwhmagmtedTomlAmyPemomelebaseaTAPDB) and
Defense Enrollment Eligibility Reporting System (DEERS). The exceptionally sensitive nature of
the information being gathered and connected within SADMS dictates that utmost care be taken to
ensure disparate data threads be properly matched 100% of the time.

In response to the risk of violating the rights of the individuals involved in a sexnal assault incident;
the Army is relying on redundant and paralle] protective steps to ensure the individual rights of all
parties are vigorously protected. For instance, victim identities are included only when they opt to
pmmwﬁ@drq:mﬁng(mma%ﬁwmb&umhdimlmwﬂhoﬂmqumﬁng
wnﬁdmﬁaﬁlymrsuimdmpmﬁngthmtemﬂrismeﬁcﬁmofamudamﬂtUndﬂih&
dmumsmmes,me\dcﬁm'smponandanydemﬂsmvidcdwbsdtbcmmvidms,&e SARC,a VA,
command authorities, or other persons are reportable to law enforcement and may be used to initiate
the official investigative process) of the incident. When they choose to report pursuant to the DoD
CmﬁdmﬁaﬁWmﬁcy(mﬂicwdmpomng),mpawndidmﬁf}dnginﬁ)maﬁmemwnwtedw
be passed to SADMS. Alleged offender identities are not inchuded in feeder system data threads to

mmsponsemthcﬁdc;msmtedbyunmnhaﬁzeddisdomofmﬁ:maﬁmmmimdwthh
&ADMS,meAmyismldngannﬂﬁ-pmngedapmmhmmiﬁgaﬁngmismnmmm
I)Requimdandrepetiﬁveuaintng/edmaﬁonoppommiﬁes; 2) Requirement to execute formal
nondisclosure agreements by any and all parties with direct systermn access o SADMS records

containing personal identifying information; and 3) a process requiring targeted senior executive
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DOD PRIVACY IMPACT ASSESSMENT (PIA) {(cont.)
Sexual Assault Data Management System (SADMS)

(SES level) review and explicit approval of requests for PII level detail on sexual assault incidents to
both extract and then release the information. This multi-faceted approach to safeguarding personal
identifying information provides redundant protections to both the individual identities and
institutions involvcdinﬂwcoﬂecﬁonaudnmnagmcntofﬂﬁshighlymonalandsmsiﬁvc
information.
The Amy is cmeﬁxﬂyconside:mgandmnﬁnm]lyplﬂnningmdrevimdngwajsmpmmctﬂm
privacy of individuals involved in sexual assault incidents. More importantly, the activities involved
ﬁﬂlytmde:standtlﬂﬁlisisadynznﬁcpmblemmdﬂmewﬂ] likely be an enduring need to analyze
thcpoﬁcicsmdproced:mmplacemdealwiﬂ:thz personal information involved to assure its
complete protection.
State classification of information/system and whether the PIA should be published
or not. If not, provide rationale. If a PIA is planned for publication, state whether it
will be published in full or summary form.

ion contained within the Sexual Data Management System (SADMS) is classified as
(Sensitive But Unclassified) and is effectively treated as FOR OFFICIAL USE ONLY (FOUO)
AW g!ﬂdanoesetformmAR380-5,DAquomxaﬁouSccmitmegam(29 Sep 00). Publication of
this PIA in full form is completely warranted and supported.
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